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Stream: Internet Engineering Task Force (IETF) ’ :
2.1. TAL Configuration and Processing
RFC: 8897 _ ) )
Category: Y 2.2. Locating RPKI Objects Using Authority and Subject Information Extensions
Published: September 2020 2.3. Dealing with Key Rollover
ISSN: 2070-1721 2.4. Dealing with Algorithm Transition
Authors: D.Ma  S.Kent

2.5. Strategies for Efficient Cache Maintenance
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3. Certificate and CRL Processing

3.1. Verifying Resource Certificate and Syntax

RFC 8897
Requirements for Resource Public Key Infrastructure
(RPKI) Relying Parties
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3.2. Certificate Path Validation

3.3. CRL Processing

4. Processing RPKI Repository Signed Objects

4.1. Basic Signed Object Syntax Checks
4.2. Syntax and Validation for Each Type of Signed Object
4.2.1. Manifest
4.2.2. ROA
4.2.3. Ghostbusters
4.2.4. Veritying BGPsec Router Certificate
4.3. How to Make Use of Manifest Data

4.4. What To Do with Ghostbusters Information

5. Distributing Validated Cache
6. Local Control

7. Security Considerations
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31/12/2021 31/12/2022 Reduce CPU usage per tree validation

Total cache size (KiB) 996,216 1,240,572 (+24%) e
® Incremental tree validation
. . @ Validate fully only newly downloaded objects
Total number of files (objects) 192,503 242,969 (+26%)
© Be smart about which manifest children to revalidate
= For already validated objects only re-check validity time
2023-12-31 2024-12-31 Growth

Reduce CPU usage per tree validation

Total cache size

R 1,546,728 2,021,784 (+31%)
(KIB3)
Tot_al number of files 309,802 415,384 (+34%)
(objects)

o Pro: about 9-10 times less CPU usage for tree validation
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Abstract Abstract
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This document describes a current practice of establishing an RPKI
relying party with distributed systems of synchronization nodes.
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