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Emerging DDoS threats to satellite internet .
Analysis and defense simulation

HAN Zhifeng, LAl Zeqi, LI Hewu, WU Qian

(Institute for Network Science and Cyberspace, Tsinghua University , Beijing 100084 , China)

Abstract: With the rapid advancement of aerospace technology in recent years,large-scale Low Earth Orbit ( LEO)
satellite constellations have emerged as essential infrastructure for space-based internet. However, the predictability of
network architecture and traffic distribution in satellite internet,combined with its global accessibility , creates a broad
attack surface and introduces new security risks, particularly Distributed Denial of Service ( DDoS) attacks.
Conducting novel DDoS attack-defense simulations tailored for satellite internet is therefore critical for analyzing its
unique security threats and validating protection strategies. Existing terrestrial network security simulation platforms
cannot accurately model the topological dynamics and power-coupling characteristics of LEO satellite networks, while
satellite-specific simulators lack support for large-scale attack-defense scenarios. To fill the gap,this paper presents a
lightweight DDoS simulation method for satellite internet that models realistic background traffic and controllable
attack flows,while incorporating a satellite power management model for joint network-energy analysis. We examine
two emerging DDoS types (link flooding and energy drain) and their cascading impacts, design a simulation platform

to reproduce their combined effects on link capacity and battery state, and propose a SoC-aware routing strategy to
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rapidly restore critical bandwidth and mitigate energy risks. Experiments confirm the method’ s efficiency and repro-

ducibility , offering a robust foundation for satellite internet security evaluation and defense strategy development.

Keywords: satellite internet ; emerging DDoS attacks ; network simulation ;link-flooding attack ; energy drain attack
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